
Experts predict a global shortage of over three million 
cyber security professionals by 2021. Your school is 
uniquely positioned to help solve this crisis.

Introducing Cybint’s Cyber Security Analyst Simu-Lab Suite. Offering 
advanced practical training in a virtual machine environment.

The Cyber Security Analyst Simu-Lab Suite is designed to prepare 

students and trainees for a position as a Cyber Security Analyst 

(CSA). The CSA Simu-Lab Suite is the product of extensive military 

and industry experience, which offers advanced practical training in 

a virtual machine environment. The Suite of Labs bring the much-

needed practical work experience component directly to learners.

At Cybint, we are determined to solve the significant shortage of 

cyber security professionals and put an end to the growing threats 

on our financial markets and government stability.
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THE CSA SIMU-LAB SUITE

• The Lab Suite has one clearly defined goal – to provide 

trainees a solid foundation that will prepare them for on-the-

job- training and allow them to grow professionally.

• Utilizes Applied and Accelerated Learning strategies to cater 

to students with different levels of cyber security knowledge 

and experience. 

• A self-contained online solution makes it: 

 — Evergreen

 —  Available to an unlimited number of students and non-

students 

 —  Instructor-free and to fit into any organization’s curricula 

and training programs

• Using a flexible delivery model allows for both sequential  

 learning and modular learning – choosing segments  

 according to need.

GRADUATES’ TAKEAWAY

The topics taught are carefully chosen to ensure that the 

graduates:  

• Acquire practical knowledge related to cyber security 

• Acquire hands-on experience in solving basic cyber  

 security incidents

• Gain self-confidence and tech-confidence to step straight  

 into the workforce

• Know the right questions to ask regarding cyber incidents  

 they will encounter daily, and how to find the answers –

specifically, how to:

 —  Investigate cyber-related events within an organization’s  

 IT systems, network and digital interactions to  

 troubleshoot malfunctions and identify cyberattacks

 —  Review and evaluate incoming cybersecurity information 

to determine its relevance and usefulness to identify and 

resolve the cybersecurity problem

 —  Choose the optimal solution for both non-fraudulent 

incidents and cyber threats

 —  Liaise with employees, admin and authorities regarding  

 cyber events within company policies and legalities

 —  Reflect upon cyber events and how they were dealt with  

 to offer constructive feedback and lessons learned

© Cybint Solutions. All rights reserved.CybintSolutions.comwww.highperformancecounsel.com
For more information, contact sales@highperformancecounsel.com

© 2019 High Performance Counsel

www.highperformancecounsel.com
sales@highperformancecounsel.com


CSA SIMU-LAB SUITE LAB SCENARIOS

The delivery model of the CSA Simu-Lab Suite is based on the 

Case Scenario Approach using Accelerated Learning principles.
• Subject matter in contextualized within 10 cyber security 

lab scenarios that become progressively more complex and 

challenging. (Additional scenarios are available for advancing 

curricula).

• Each lab scenario is an authentic/dramatic cyber security 

event.

• Trainees are limited in their time to resolve the problem.

• Each lab scenario follows the cybersecurity problem- solving 

sequence: 

 —  Alert 

 —  Identify the problem

 —  Assess the potential implications

 —  Choose and implement the optimal solution

 —  Review lessons learned

• Each lab scenario is self-contained, allowing learners to work 

through them in sequence or according to need.

• Additional scenarios can be added to address specifc skills.

Cyber Security Analyst Simu-Lab Suite Scenarios to enhance 
your curriculum:

• Introduction to the Cyber Security Analyst Simu-Lab Suite
• Scenario 1: Getting to know Virtual Machines and Operating 

Systems: Windows and Linux

• Scenario 2: Data Tampering: SIEM, SQL, and IT Infrastructure

• Scenario 3: Holes in the Wall: Investigating System Logs, 

Permissions and Computer Hardware

• Scenario 4: Suspicious Network Traffic: Network Layer,  

Anti-Virus, and Malwares

• Scenario 5:  Port Scanning: Transport Layer, Ports,  

and Firewall

• Scenario 6: Command and Control: Perimeter Defense  

and Phishing

• Scenario 7: Advanced Persistent Threat: DHCP, WMI,  

and Registry

• Scenario 8: Elevated Permissions: SIEM, DMZ, and VPN

• Scenario 9: Crashing the Cloud: DDoS, Cloud Computing, 

and Web Sever

• Scenario 10: Proactive Defense: Vulnerability Assessment 

and Patch Management

• Final Scenario 11: The Job Interview: Assessing Your 

Cyber Skills

• Optional: Penetration testing and/or Threat intelligence
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• Devices

• Operating Systems 

 —  Microsoft Window (+Sysinternals)

 —  Linux

 —  Protocols and Permissions

• Networks and Domains

 —  Endpoints

 —  Servers

 —  Network Security and Network Layer Security

• SIEM – Security Information and Event Management 

• SQL – Structured Query Language

• Reading Logs

• Big Data 

• Cloud Evolution and Revolution

• Cloud Solutions

• IOT – Internet of Things

• IT Monitoring

• Digital Certificates and Smart Authentication

• Types of Cyber Alerts

• Types of Cyber Attacks

• Basic Forensics

• Cyber Security Products (+Metasploit Project)

• Next Generation Defense Mechanism

• Liaising with employees, admin, authorities

• Company Policies / Protocols and Legalities

The Cybint Simu-Lab Suite covers the following cyber topics  

(a practical perspective):

IT (INFORMATION TECHNOLOGY)  

SYSTEMS AND INFRASTRUCTURE  

WITHIN ORGANIZATIONS

DATABASES AND  

MANAGEMENT SYSTEMS

VIRTUALIZATION

CYBER DEFENSE 

CYBER THREATS AND  

CYBER ATTACKS 

INCIDENT RESPONSE

The Subject Matter
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LEARNER CENTERED  

The material is delivered from the learners’ perspective taking 

into account their different professional backgrounds and levels 

of IT and computer science knowledge.

CONSTRUCTIVE LEARNING (AKA BUILDING BLOCKS)   

The subject matter is broken down into more digestible bits of 

information. Since the Lab Scenarios are delivered from easy to 

most challenging. Through an interactive website and hyperlinks, 

the participants can easily access different topics. This approach 

allows for ongoing re-entry of material along with expansion 

and depth. This empowers the learners to make connections and 

become aware of patterns as they develop.

AUTHENTICITY AND RELEVANCE  

The subject matter is presented through real-life situations. 

From day one and throughout the program, the learners resolve 

genuine cyber problems, using the same knowledge, skills and 

tools they will apply once they enter the workforce. This strategy 

builds both self-confidence and tech-confidence easing the 

transition from the classroom to employment. 

MULTIPLE INTELLIGENCES + VARIETY OF LEARNING STYLES 

The subject matter, skills and strategies that participants need to 

acquire to perform their future role as Cyber Security Analysts 

effectively and efficiently are presented and practiced in a 

variety of ways to cater to multiple learning styles. Specifically, 

the program combines texts, video and audio; individual 

learning along with interactive simulators, teamwork and group 

discussions. It brings together analytical thinking, problem 

solving, emotional skills related to working under pressure, 

social skills, and communication skills essential to working with 

different individuals and organizations.

ONGOING ASSESSMENT  

At every stage of the program, the participants will be assessed 

to ensure that the material, subject matter, skills and strategies 

are learned effectively. Areas are highlighted where there is room 

for improvement, and ways to improve the program, its content 

and delivery are explored. This also provides the participants 

with a sense of success, and success undoubtedly leads  

to motivation.

ASSESSMENTS & CERTIFICATIONS

The Cybint Simu-Lab Suite provides a set of assessments (after each scenario), testing the skills, knowledge and thinking method 

of the trainees. The final assessment is a practical exam based on challenging tasks from job interviews to cyber security positions, 

integrating the acquired skills from the scenarios into a complex task. After passing the final exam, trainees will receive the CSA 

(Cyber Security Analyst) Certification

Accelerated Learning is a collection of strategies allowing skills and subject 

matter to be acquired in a relatively short time.  
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